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System for checking the security features of documents of value 

[0001] The inyention relates to a system for checking the security features of 
documents of value with at least one sensor in areas of different security categories. 

[0002] Security features within the meaning of the present application are feature 
substances, which are incorporated in and/or applied to the document of value e.g. in 
the form of pigments. A pertinent checking system is known for example from 
WO 97/39428. This document teaches, that a bank note shall contain a high-security 
feature, incorporated in or applied to the paper, consisting of a mixture of two different 
substances and a low-security feature consisting of another substance. In a high- 
security area, such as e.g. a bank, the high-security feature is checked, whereas in a 
low-security area, such as e.g. in publicly accessible vending machines, only the low- 
security feature is checked. 

[0003] By incorporating different security features with different characteristic 
properties into bank notes, a simple checking of the low-security feature is enabled in 
areas without high demands on security, such as e.g. in the trade, while the high- 
security feature is checked only in high-security areas, i.e. e.g. by users with a higher 
security category. 

[0004] Such an incorporation of different feature substances for different security 
categories, however, increases the effort required for a suitable selection of appropriate 
feature substances and thus for the production of the pertinent documents of value. 

[0005] On these premises it is the problem of the present invention to make 
available a system for checking the security features of documents of value with at 
least one sensor in areas of different security categories, which constitutes an 
alternative to this known system. 

[0006] This problem is solved by the system according to claim 1 . The further 
claims describe preferred designs. 



[0007] The invention is based on the idea, that in areas with different security 
categories the checking of the same security feature is carried out in different ways, 
using different sensor parameters for different security categories. 

[0008] In contrast to the known system of WO 97/39428, wherein different 
substances are used as security features for different security categories, according to 
the invention the same substance can be used for all security categories, the substance, 
however, has to be checked in different ways by the users in areas of different security 
categories. The inventive proceeding is particularly suitable for the checking of the 
luminescence radiation of feature substances in or on bank notes. 

[0009] Within the meaning of the present invention the different security categories 
can be determined e.g. by checking whether the inventive sensor check shall be 
employed in a high-security area, to which only specifically authorized persons have 
access, or in a low-security area, such as e.g. in a vending machine, which is installed 
freely accessible for everybody. 

[0010] This inventive different checking of the same security feature in security 
areas of different security categories can be specifically realized e.g. as follows, in 
areas of a lower security category the checking is based on a checking of a property of 
the security feature, and only in areas with a higher security category the same 
property of the security feature is checked with a higher accuracy and/or another 
property than in areas with a lower security category is checked. 

[0011] When measuring the same property of the same security feature with a 
different accuracy this can e.g. mean, that a producer of sensors provides for customers 
operating in areas with a low security category, such as e.g. producing vending 
machines, only such sensors which can measure this property with a lower accuracy 
than sensors, which the producer of sensors provides for customers, such as e.g. banks, 
with a higher security category. 

[0012] The provision of different sensor parameters can be effected by making 
available sensors with different measuring properties or sensors with the same 
measuring properties but different evaluation algorithms according to the respective 



security category. In other words, for this purpose either the sensor hardware and/or 
the sensor software can be differently chosen. 

[0013] The inventive principle shall be illustrated by way of example with the help 
of the especially preferred example of checking the luminescence radiation of 
luminescent substances as security feature in bank notes. But the invention can also be 
used for checking other documents of value, such as e.g. checks, chip cards, ID cards, 
passports or the like. 

[0014] In this case can be provided that for example the sensors used in vending 
machines, which usually are installed without high demands on security and freely 
accessible for everyone, can check the luminescent radiation with a lower accuracy, 
i.e. e.g. with smaller spectral resolution, than sensors, which are made available to the 
banks for checking the same security feature. The measuring with different sensor 
parameters in this connection can also mean e.g. measuring other properties of the 
luminescence radiation or checking in a different spectral region. Furthermore, e.g. 
also the decay behaviour of the luminescence radiation can be measured and in areas 
with different security categories the measuring can also be effected in different ways 
and/or with a different accuracy. In application of the teaching of WO 00/19428 e.g. 
from the measured decay curve depending on the security category a different number 
of decay times can be determined, so as to be able to evaluate the measured curve with 
a different accuracy. 

[0015] In case of luminescence measuring, especially preferred in the area of a low 
security category only the envelope of the spectral course of the security feature can be 
checked, while only in areas with a higher security category the spectral course can be 
checked with a higher spectral resolution, so as to be able to determine substructures 
of the envelope and thus more exact details of the security features contained in the 
document of value. 

[0016] Further advantages of the present invention can be seen from the dependent 
claims and the following description of embodiments with the help of the attached 
Figures. 



[00171 Figure 1 shows in a schematic view a checking apparatus for the usage in an 
inventive system according to a first embodiment and 

[0018] Figure 2 shows a schematic representation of the spectrum of a security 
feature of a bank note obtained with two different resolutions, with the help of which 
the principle of the present invention is illustrated. 

[0019] Although not restricted to this, in the following especially the checking of 
such bank notes is dealt with, which have feature substances with characteristic 
properties incorporated in or applied to the bank note paper. Sensors for measuring 
such security features can be used e.g. in bank note counting apparatuses or bank note 
sorting apparatuses, bank note depositing machines or bank note dispensers or in 
vending machines. 

[0020] Figure 1 in a merely exemplary fashion shows such a sorting apparatus 1 . In 
the way known in the art this apparatus has an input pocket 2, in which the bank notes 
BN to be checked are put in a stacked fashion, after having been singled by a singler 3 
they are transported along a transport way 4 in transport direction T and past a 
checking apparatus 5, due to the checking result of which the bank notes BN by means 
of points 6 are sorted into one of several storage compartments 7. 

[0021] The checking apparatus 5, inter alia, serves for checking the luminescence 
of the luminescence pigments contained in the bank note paper and for this purpose it 
comprises an illumination device 8 so as to illuminate the bank notes BN to be 
checked, a spectrometer as sensor device 9 for detecting the luminescence radiation 
emitted by the illuminated bank note BN, and an EDP-aided evaluation unit 10, so as 
to evaluate the signals detected by the sensor device 9. The evaluation unit 10 not 
necessarily has to be a separate component, but can also be a constituent of the sensor 
unit 9 or mounted together with the sensor unit 9 in a shared housing. 

[0022] The present invention is marked by the fact, that for areas with different 
security categories checking apparatuses 5 with different sensor parameters are made 
available for checking the same security feature in different ways. 



[0023] This can mean for example, that the checking apparatus 5 , depending on the 
area of use or pertinent security category, checks the same property of the feature 
substance with a higher accuracy or another property of the same feature substance. 

[0024] It can be provided, that when employed in a low-security area only certain 
optical properties of the feature substance can be checked, whereas in high-security 
areas also other optical properties and/or also other properties, such as e.g. magnetic 
properties of the feature substances can be checked. 

[0025] As already mentioned, for the use in different areas of use different sensor 
units 9, or in case of the same sensor unit 9 different sensor software, i.e. different 
evaluation units 10, can be made available, so as to realize the security-category- 
specific checking with different sensor parameters. 

[0026] As an example for the checking with different sensor parameters in the 
following the checking of the spectral behaviour of luminescent feature substances 
shall be described. Figure 2 in a schematic fashion shows the measuring curves of the 
luminescence spectrum of a feature substance obtained with two sensors 5 of different 
spectral resolution, i.e. the dependence of the measured radiation intensity I on the 
wavelength X of the luminescence radiation. The continuous curve 1 5 shows the 
luminescence spectrum measured with a higher resolution and the dotted curve 1 6 the 
luminescence spectrum measured with a lower resolution. 

[0027] The feature to be checked shall be a mixture of two luminescent substances 
A and B. In the shown spectral region the substance A by way of example shall have a 
main maximum at X^i and a secondary maximum at >-a2- The substance B in the shown 
spectral region shall have merely a single maximum at a wavelength Xbi, which in 
spectral terms shall only be slightly distanced from the maximum of the component 
A. In the area of the wavelengths X^i and >.bi the two substances A and B thus have a 
strongly overlapping spectrum. 

[0028] This spectral overlapping of the substances A and B leads to the fact, that 
only when measuring with a higher resolution, according to the curve 15, the fine 
structure of the measuring curve in the area of the wavelengths X/^i and Xb\ can be 



detected. When measuring according to curve 16 with a lower resolution, which 
cannot detect the differences of the intensity I in the area between the wavelengths Xai 
and Xbi in a resolved fashion, merely the envelope of the total spectrum 16 is measured 
and details about the fine structure of the spectrum, such as e.g. the different maxima 
at A.A and Xb, cannot be determined. 

[0029] This has the effect, in particular in the case of the luminescence intensity of 
the substance B in the area of the wavelength >.bi being distinctively lower than that of 
the substance A in the area of the wavelength XAu that only when measuring with 
higher resolution (curve 1 5) there can be differentiated whether the checked feature 
substance contains not only the substance A, but also the substance B. Thus, preferably 
only when checking according to a higher security category, a spectral separation can 
be effected, i.e. determining the single components A, B in a luminescence feature 
consisting of several different substances. 

[0030] If according to the invention for users in areas of a high security category 
the sensors 5 with higher resolution are provided, and for users in areas with a lower 
security category only the sensors 5 with lower resolution are provided, then merely in 
those areas of use with a high security category the differentiation between the single 
substances A and B with strongly overlapping spectrum can be made, whereas such a 
differentiation is not possible with the lower resolution according to the measuring 
curve 16. 

[0031] This leads to the fact, that only in the areas of use with a high security 
category the information about the existence of two different substances A and B in 
the bank notes to be checked can be obtained, while for reasons of the lower 
measuring accuracy in the area with a lower security category this information 
inherently cannot be recognized. 

[0032] This example shows that although the present invention is not restricted to 
this it is particularly advantageous for checking feature substances contained in the 
document of value, since the exact composition of these substances usually is kept 
especially secret, so as to render the creation of forgeries more difficult. 



[0033] The determination of the spectral course with different resolutions as 
described above can be achieved on the one hand by making available spectrometers 9 
with different resolutions, e.g. due to differently designed diffraction gratings, to the 
different areas of use. The different sensor parameters, therefore, are due to the 
different designs of the sensors 9. 

[0034] Altematively, it is also possible, that the sensors 9 provided for the different 
areas of use in principle are of the same design and e.g. also have the same diffraction 
gratings, and that the different measuring accuracy only exists in a different evaluation 
of the measured signals. This can e.g. mean that software-controlled in the evaluation 
unit 1 0 of the sensor 9 of a lower security category only the measured values 
according to the curve 1 6 of Figure 2 are evaluated, while the software of the 
evaluation unit 10 of the sensor 9 of a higher security category evaluates the spectrum 
according to the graph 1 5 of the Figure 2. 

[0035] As already mentioned above, the checking of luminescent substances as 
security feature in bank notes BN can be effected in different ways not only by 
measuring with another accuracy, such as e.g. with different spectral resolutions 
depending on the security category, but additionally or altematively also by measuring 
in other spectral regions. 

[0036] In the special example of Figure 2 can be provided, for example, that only 
the checking apparatus 5 or the sensor 9 are able to measure with a high security 
category in a wavelength range of dka, which can detect both the main maxima Xa\j 
X-Bi, and the secondary maximum X^i which is spectrally spaced-apart therefrom. 
Contrary to this there can be provided, that the checking apparatus 5 or the sensor 9 of 
a low security category can measure or evaluate only in a smaller wavelength range 
d^N, which does not contain the secondary maximum of the wavelength Since this 
measuring range is excluded, a forger can conclude from an otherwise maybe possible 
comparing of the relative intensities of the maxima at >uai and >^bi neither the actual 
existence of the substance A nor that of the substance B, which leads to a change of 
the intensity relation. Due to the similar spectral behaviour when measured with a low 



resolution and constricted spectral measuring range d^N, a differentiation of the 
substances A and B, on principle, is not possible. 

[0037] Because of this, the information, that the security feature of an authentic 
bank note BN contains both substances A and B and must have a maximum even at the 
wavelength Xa2, remains restricted to the use in the high-security area. 

[0038] Furthermore it is preferred, that the checked documents of value BN have 
the security feature in the form of a coding, so as to be able to differentiate between 
different documents of value, such as e.g. different nominal values and/or series, i.e. 
different issues of a currency system. In this case the sensors of a lower security 
category will merely be able to check the existence or non-existence of a known 
coding, whereas only the sensors of a higher security category will be able to detect 
the special kind of coding. 

[0039] For example in the case of Figure 2 it is e.g. thinkable, that there exist 
several possible combinations of substances with strongly overlapping spectrum, the 
differences between which can only be recognized when measured with the sensor 9 of 
a high security category and high resolution, while the sensors 9 of a low security 
category can only measure the envelope which is not differentiable at this resolution 
and cannot resolve the differences in the fine structure of the individual codings. 

[0040] As already mentioned, the measuring can be effected in different ways, not 
only by measuring with different accuracies, such as e.g. with different spectral 
resolutions or in different spectral regions. Depending on the security category, also in 
the different areas of the bank note surface a measuring and/or evaluation can be 
effected. 

[0041] Alternatively or additionally, there can preferably also be provided, that in 
the checking apparatus 5, in dependence on the security category of the area of use, 
different sensor parameters are activated. A sensor producer can offer, for example, 
checking apparatuses 5 consisting of sensor 9 and evaluation unit 1 0, which can carry 
out both the checking intended for the high-security area as well as that intended for 
the low-security area. By an activation via software for each different area of use 



-9- 

certain software functions can be activated or locked, so that for example only in the 
area of a high security category the measuring of luminescence can be carried out with 
a high resolution (curve 1 5), and in the area of a low security category only a 
measuring with a low resolution (curve 1 6) can be carried out. 

[0042] Furthermore, it is of advantage, when an authorization has to be effected at 
least in the event when the checking apparatus 5 shall carry out a checking according 
to the higher security category. This can apply to both the checking apparatuses 5 with 
activatable software fimctions as well as to the checking apparatuses 5 which 
exclusively can carry out checkings according to the higher security category. For the 
purpose of authorization here e.g. the security category of a user of the checking 
apparatus 5 or the pertinent machine 1 can be checked. A user can authorize himself 
e.g. by chip cards, a biometric identification or a PIN entry. 

[0043] In the example shown in Figure 1 for this purpose the checking apparatus 
can have an input unit 11 , by means of which the respective user of the bank note 
sorting apparatus 1 has to authorize himself, e.g. by means of a biometric 
identification. 

[0044] One particular advantage of this variation is, that it can be ensured, that even 
in the case a checking apparatus 5 is taken away firom a high-security area, where 
basically only authorized persons have access to, such a checking apparatus 5 cannot 
be used with the fimctions that are usually activated for the authorized user, unless a 
respective authorization is effected. 

[0045] According to a fiirther idea of the present invention there can also be 
provided, that the bank note sorting apparatus 1 or its checking apparatus 5 comprises 
a GPS (global positioning system) or other system 12, with the help of which the 
position of the bank note sorting apparatus 1 or checking apparatus 5 can be monitored 
also via remote monitoring at any time. Preferably, the GPS system 12 will be 
integrated in a housing of the checking apparatus 5. 

[0046] This monitoring of the position by means of the GPS system 12 has the 
fiirther advantage, that an unauthorized taking away of the checking apparatus 5 can be 
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recognized, and that there can be reUably ensured, that the respective checkings can in 
fact only be carried out in areas of a high security category or only by the users of a 
high security category. If the GPS system is taken away e.g. without authorization 
from the usual place of installation of the bank note sorting apparatus 1 , an alarm 
signal can be triggered off and/or the respective checking fiinctions of the software of 
the sensor 5 in the evaluation unit 1 0 are locked automatically by the evaluation unit 
10 or the software is deleted or destroyed in another fashion. 

[0047] Instead of such a GPS system 12 there can also be provided, that the 
checking apparatus 5 has a not shown radio unit, which is in a radio contact with 
another radio unit, that e.g. is firmly mounted in the high-security area, in which the 
bank note sorting apparatus 1 is installed. If the radio link between these two radio 
units is interrupted, because the checking apparatus 5, for example, is removed 
spatially from this radio circuit, here, too, preferably alarm signals can be produced or 
the respective software functions be deactivated. 

[0048] In the aforementioned variations, wherein e.g. via GPS or radio a not 
authorized removal of the high-security sensor from a high-security area is monitored, 
can also be provided, that the checking device deliberately outputs wrong checking 
results, so as to prevent an unauthorized use of the checking device. 

[0049] According to a further idea of the present invention there can also be 
provided, that a forgery adaptation of the sensor parameters of the checking apparatus 
5 of a low security category is carried out on the basis of the checking results of the 
checking apparatuses 5 of a higher security category. 

[0050] For this purpose preferably measured data of not accepted documents of 
value are stored in the sensor 9 of a higher security category and passed on to a central 
point, that uses the data for a forgery adaptation, so as to modify the evaluation 
software of the sensors 9 of a lower security category in the evaluation unit 10 in such 
a way, that they can recognize a larger number of potential forgeries, without these 
sensors having to check with a higher measuring accuracy. The adaptation here can 
also be effected within the sensor, independently of a data transmission to a central 
point. The forgery adaptation can be carried out by means of a chip card, flashcard or 



other storage media, which are used for the replacement of the software of the 
evaluation unit 10. However, the adaptation process can also be effected within the 
checking apparatus 5, independently of a data transmission to a central point. 

[0051] Moreover, in particular with machines with a money depositing function, 
that are installed freely accessible in a low-security area, the checking apparatus 5 can 
have a so called error counting device, which counts how often it was tried in 
succession to pay in bank notes which had been checked as not-accepted and were 
returned. 

[0052] If not-accepted and thus, possibly, false bank notes or bank notes suspected 
of forgery are fed in, after a certain number of such abortive attempts the machine 1 or 
its checking apparatus 5 can be e.g. locked for further checking procedures, and only 
after activating by an authorized body it is again available for checking procedures. 
Altematively, such bank notes used for an adaptation are withhold directly in the 
machine 1 as suspected forgeries and are not returned to the customer. This has the 
advantage, that the authorized bodies due to the analysis of the withhold false 
adaptation bank notes are able to better and earlier find out the forgers and their 
forgery methods. Altematively, an external observation device, e.g. a camera can be 
activated or an already activated record can be provided with additional information. 
The additional information can be deposited e.g. in a log-file, so as to be able to 
specifically examine the scene. 

[0053] This proceeding has the advantage, that a potential forger cannot adapt his 
forgeries at the machine 1 by feeding in different variations of his forgeries so long as 
a forgery is accepted as supposedly authentic by the checking apparatus 5 of a low 
security category. Because of this a production of forgeries is made more difficulty, 
despite the use of sensors of a lower security category in freely accessible areas. 

[0054] This has to be taken into account, since for example in the case of Figure 2 
the sensors 9 with a lower resolution, according to curve 16, cannot differentiate 
whether in the bank note BN is contained the substance A or B or even both 
substances A and B, and thus in low-security areas, possibly, forgeries may be 
accepted that contain only one substance A or B. 
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[00551 If checking apparatuses 5 are used, in which the sensors 9 for low-security 
and high-security category in fact have the same design and depending on the security 
category the different checking is effected merely due to different software algorithms, 
there can be provided, that the checking apparatus can perform the checking of a high 
security category and at the same time the checking of a low security category. This is 
of advantage e.g. when a forgery adaptation is effected within the checking apparatus 
5. It is e.g. thinkable, that when employing the sensor for checking in a low-security 
area, in fact merely the result of the low-security checking is given out and used, but 
the result of the high-security checking obtained at the same time is used internally for 
an adaptation of the software algorithms of the low-security category and/or sent to the 
central point for fiirther evaluation. 

[0056] This method, too, can be employed particularly advantageous in so-called 
recycling devices, i.e. in cash machines, at which the customer can pay in bank notes 
to be credited to his account and debit the account and have the money paid out. 
Especially in these devices, in which bank notes paid in in prior transactions are paid 
out again in subsequent transactions, it is particularly important, that a quick 
recognition of the existence of new forgeries or an adaptation of the evaluation 
algorithms to these new forgeries is effected, which are not recognized by the existing 
evaluation algorithms, since with such cash machines the acceptability of the bank 
notes is effected only on the basis of the checking of the low security category. 

[0057] Here can be provided, that the data for high-security checking and/or low- 
security checking of every checked bank note are sent to the central point for fiirther 
evaluation, such as e.g. a central computer of a central bank, or a body authorized 
thereby, connected to several cash machines via data lines, or that such data are only 
sent when the checking result of the high-security checking of a bank note differs from 
the checking result of the low-security checking of the same bank note and the bank 
note, when low-security is checked, is recognized e. g. as authentic, while the high- 
security checking classifies the bank note to be false. 



[0058] If sufficient money depositing machines or recyclers in a region are 
equipped with the sensor system for carrying out the high-security checking, which are 
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connected to a central computer of a central bank or a body authorized thereby, such a 
forgery will be detected with a high probability in one of the suitably equipped 
machines. With the help of the accompanying information for the central bank it is 
reliably prevented that new forgery classes, which money depositing machines / 
recyclers without a sensor system for carrying out the high-security checking do not 
recognize, arise more frequently in a region and are identified as new forgeries only 
with delay by transports to the cash centers of the central bank. Instead of in a money- 
depositing machine or recycler the sensor for carrying out the high-security checking 
can also be integrated with respective security measures in a bank note processing 
machine located in a local cash center of e.g. a bank or a shopping center. 

[0059] Furthermore, there can also be provided, that the sensors 5 of the different 
security categories in fact measure, for example, with the same accuracy and in the 
same spectral region at the same place, but the different checking is effected or 
supplemented by a measuring of further properties of the same security feature. 

[0060] For example, a luminescence check can be combined with a magnetic check, 
and only the sensor with a higher security category is able to carry out this magnetic 
measuring at all or with a higher accuracy than the sensor of a lower security category. 

[0061] I.e. the inventive checking of the same security feature in different ways in 
different areas of use can ensure, that certain information about the security features of 
the documents of value are checked and therefore recognized only in areas of a high 
security category. The present invention is of particular advantage when feature 
substances in bank notes are checked and in particular when their luminescence 
behaviour is checked. 



